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Why W3C needs to Remain Neutral and
Endorse ‘Brand-free’ Hardware Security



Web + Hardware Security is much, much more than just




It is about decentralizing ID validation and key-storage...

Smart Card Chips:
Proven
Scalable
Ultra low cost
Form factor agnostic
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Myth 2:

Srmalrt carcls cnlios are propriatary

Certified Smart card chips must follow various rigorous international interoperable standards (see
position paper submitted by Smart Card Alliance). These erroneous opinions on smart cards being
proprietary must have come about because many current integrations to web applications have been
implemented in the absence of web standards, thereby further supporting the need for such standards.
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Srnart careds cnips enalvl@...

But even 2" factor is that is all we wanted...there is no reason
For W3C to only support FIDO...

2"d factor
experience
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OpenSC Setup = =

@ Welcome to the OpenSC Setup Wizard

i OpensC Setup = = -

Choose Setup Type
Choose the setup type that best suits your needs

Installs the most common program features. Recommended for most users.

Allows users to chaose which program features will be installed and where
they will be installed. Recommended for advanced users.

All program features wil be installed. Requires the most disk space.

Install OpenSC &
middleware
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(. Connecting. x|\ +
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@ Morilla Firefox Start Pa... [&] https [

\\ User Identification Request
This site has requested that you identify yourself with a certificate:
ssotest tyfone.com:443
Password Required 2 o

Issued Under. “GoDaddy.com, Inc.”
a. Please enter the master password for the TYDD1PKCS15 (F

‘ [ Choose a certificate to present as identification:

TVO01PKCS15 (PKCS15)Knox2 [01] v
Cancel Details of selected certificate:
(@ . T Issued to: A
E=info@iqt.com,CN=Knox, 0U=Knox2,0=Knox?, ST=Arlington, C
| =va

There's mere to the Internet than cute cat videos. What els

Serial Number: 01
give us? Learn more with Mozilla Webmaker and our glob|

Valid from 7/3/2013 3:22:39 AM to 3/20/2016 3:22:39 AM
Email: info@igt.com
Issued by:

v

Remember this decision

Cancel
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When hardware is detected:
Decentralized validation and client certificate

Secure Connection Failed
An error occurred during a connection to ssotest.tyfone.com.
SSL peer cannot verify your certificate.

(Error code: ssl_error_bad _cert_alert)

= The page you are trying la view cannot be shown because the authenticity of the
received data could not be verified,

= Please contact the website owners to inform them of this problem. Altematively,
use the command found in the help menu to report this braken site.

Try Again

When hardware is not detected:

Error!




Works on both Mac and PC
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So what?



Smart card community will benefit if

W3C enables technology on browsers to:

e Configuration management of Smart Card Hardware Tokens
e Smart Card-based H/W Token discovery and registration

» Select a specific Smart Card-based H/W Token




Entire community will benefit if

W3C enables technology on browsers to:

2 Configuration management of SmartCard Hardware Tokens
& SwartCard-based H/W Token discovery and registration

& Select a specific SmartCard-based H/W Token

& Be neutral to the browser-server protocol and use cases

& Be neutral and ‘brand’ free for hardware and protocol




Browsers

Browser “Box” (W3C) “State”

I Common API Extensions

Box2 Box3

Box4... “Church”

(PKCS) (FIDO)




